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Abstract
This document provides instructions for installing and updating an HPE OneView virtual
appliance.
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Preparing for installation
This chapter describes the virtual machine (VM) host requirements for installing HPE OneView on a new
appliance.

Appliance VM and host requirements
HPE OneView is a virtual appliance running on the following supported hypervisor hosts.

Table 1: Supported hypervisors and versions

Hypervisor Version

VMware vSphere ESXi • 5.5
• 5.5 update 1
• 5.5 update 2
• 5.5 update 3
• 6.0
• 6.0 update 1
• 6.0 update 2
• 6.0 update 3
• 6.5

Microsoft Hyper-V Hyper-V is supported on the following Microsoft Windows platforms
with the Hyper-V role installed:

• Windows Server 2012
• Windows Server 2012 R2
• Windows Hyper-V Server 2012
• Windows Hyper-V Server 2012 R2
• Windows Hyper-V Server 2016

Red Hat Linux KVM hypervisor • Red Hat (RH) 7.2
• RH 7.3

Hypervisor host requirements

• The hypervisor host requires ProLiant G7–class or later CPUs.
• Hypervisor host minimum system requirements:

VMware

Minimum system requirements for installing ESXi/ESX (1003661), VMware Knowledge Base

Hyper-V

Review Prerequisites for Installation (Hyper-V Server 2012, Hyper-V Server 2012 R2), Microsoft
TechNet

Install Hyper-V and Configure a Virtual Machine (Windows Server 2012), Microsoft Windows Server

KVM

System Requirements (Red Hat Enterprise Linux 6), Red Hat Product documentation
• Configure the hypervisor host to reserve the minimum required resources (reservations or shares):
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VMware

Allocate CPU Resources and Allocate Memory Resources (VMware vSphere ESX and vCenter
Server Documentation Center

Hyper-V

Configure Memory and Processors (Microsoft Windows Server

Appliance virtual machine (VM) requirements

• Four 2–GHz or greater virtual CPUs
• 16 GB of memory
• 275 GB of thick-provisioned disk space

You can manually expand the virtual disk to increase the size of the firmware repository from the default 12
GB to 100 GB. This requires a minimum total disk space of 275 GB.

• A connection to the management LAN

Hewlett Packard Enterprise highly recommends that you have separate networks for management and
data.

• Configure power management options under BIOS settings:

◦ Power Regulator set to Static High Performance Mode.
◦ Power Profile set to Maximum Performance.

• Configure Network Time Protocol (NTP)

Correct operation of the virtual appliance requires an accurate time source. Two options are available for
ensuring accurate time on the virtual appliance using Network Time Protocol (NTP):

NTP on the hypervisor

Configure the hypervisor host to use NTP and configure HPE OneView to use the hypervisor host as its
time source.

NTP in HPE OneView

Configure HPE OneView to use three or more NTP servers.

IMPORTANT:

You must upgrade all iPDU power delivery devices to be managed by HPE OneView to a minimum
firmware version of 2.0.22.12 before installing HPE OneView 3.1. Hewlett Packard Enterprise
recommends upgrading to the latest available firmware version.

Where to deploy the virtual machine
You can deploy HPE OneView on any Proliant hardware that meets the requirements in Appliance VM and
host requirements. Specific restrictions apply to hardware that HPE OneView is managing or monitoring.

You can deploy HPE OneView to a hypervisor in the following hardware environments:

• Rack-mount ProLiant DL
• BladeSystem

Restrictions apply to both environments if you want to use HPE OneView to manage the hypervisor host on
which it is executing.

IMPORTANT:

Hewlett Packard Enterprise recommends that you deploy the HPE OneView virtual appliance on a
hypervisor environment that is dedicated to management functions and separate from the production
hypervisor environment.
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Deploying in a DL-based hypervisor environment
Deploying HPE OneView using a DL-based hypervisor configuration environment is typically the simplest
choice. Deploying to a hypervisor cluster configuration for high availability (HA) is the best practice.

In a non-HA configuration with a single DL server hypervisor host, adding the DL server hypervisor host into
HPE OneView as managed server hardware is not supported. Add the host in monitored mode. In monitored
mode, do not power off the hypervisor host from HPE OneView, because doing so would inadvertently power
off the virtual appliance.

In an HA configuration, where the HPE OneView virtual appliance can be migrated between hosts, the above
restriction still applies, but can be worked around using VM migration. Note that this approach is error prone.
The virtual appliance cannot detect the hypervisor host on which it is running, and therefore cannot warn the
user regarding an unsupported operation.

The best practice is to use HPE OneView to monitor, not manage, the DL hypervisor hosts in the cluster. In
monitored mode, before powering off a host using HPE OneView, make sure that the appliance is not running
on that host. If it is, the HPE OneView appliance needs to be migrated to a different cluster member.

If the DL hypervisor hosts are added into HPE OneView in managed mode, the following additional
restrictions apply:

• You cannot apply or edit the server profile for the hypervisor host on which the HPE OneView virtual
appliance is currently executing because this requires the server hardware to be powered off.

• You must migrate the appliance to a different host in the cluster before applying the server profile.

Deploying in a BladeSystem hypervisor environment
A BladeSystem configuration has the same restrictions as DL servers, along with considerations for
managing server profile connections for managed enclosures.

For BladeSystems, the server profile encapsulates all the network connectivity for the blade server, and works
in conjunction with the interconnect modules in the enclosure.

When deploying HPE OneView on ESXi hosts on a single enclosure, non-HA hypervisor BladeSystem
environment, the best practice is to monitor, not manage, the enclosure. The same restrictions above still
apply. Do not power off the VM host where the HPE OneView appliance is currently executing.

For a single enclosure or multi-enclosure environment where the enclosures are added to HPE OneView in
managed mode, the enclosure must include non-VC interconnect modules. The storage and network
connectivity for the hypervisor hosts supporting the HPE OneView virtual appliance must be restricted to
using these non-VC interconnect modules. When performing server profile operations and power operations,
refrain from having the HPE OneView virtual appliance execute on the specific host where those operations
are being performed.

Planning for high availability
To use HPE OneView in a high availability (HA) configuration, see the hypervisor documentation for specific
requirements.

VMware vSphere ESXi

http://www.vmware.com/products/datacenter-virtualization/vsphere/high-availability.html

Microsoft Hyper-V

http://technet.microsoft.com/en-us/library/cc753787.aspx

KVM

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/
High_Availability_Add-On_Overview/index.html
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Installing HPE OneView on a hypervisor host
HPE OneView is delivered in the following formats:

Hypervisor host File format

VMware vSphere hypervisor Packaged as an Open Virtual Appliance (OVA) file containing an
Open Virtual Format (OVF) package.

You can deploy the OVA using one of the following:

• The VMware vSphere Client (a Microsoft Windows application) or
the vSphere Web Client installed on the host system

• The Command Line Interface (CLI)
• REST APIs

This guide explains how to deploy the OVA using the VMware
vSphere Client (a Microsoft Windows application) or the vSphere
Web Client installed on the host system. To deploy the OVA file using
this guide, you need:

1. The VMware vSphere Client (a Microsoft Windows application) or
the vSphere Web Client installed on the host system.

2. Access to a VMware vCenter server to install HPE OneView.

Microsoft Hyper-V hypervisor Packaged as an image zip file.

To install HPE OneView with this .zip file, the Hyper-V role must be
installed on the Windows Server.

Red Hat Linux KVM hypervisor Packaged as a tar.gz file.

Validating the authenticity and integrity of the download
When you download the HPE OneView appliance file from the Software Depot website at http://
www.hpe.com/support/softwaredepot, you can trust that the virtual appliance image is from HPE because
your browser HTTPS connection uses trusted security certificates.

You can additionally use the freely available GNU Privacy Guard (GPG) tools to validate the authenticity and
integrity of the file:

• gpg --verify <filename>.ova.sig <filename>.ova
• gpg --verify <filename>.zip.sig <filename>.zip
• gpg --verify <filename>.gz.sig <filename>.gz

NOTE:

This digital signature verification step is not required for upgrade installations. The upgrade file (the
*.bin file) is already digitally signed, and the digital signature is automatically validated during the
upgrade procedure.

Always download the latest version of the key zip file before validating. See the following webpage for
detailed verification instructions: http://www.hpe.com/downloads/codeverify
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Installing the HPE OneView virtual appliance on a VMware
vSphere hypervisor host
Downloading the OVA file

If you do not have the OVA file on physical media, download the OVA file from the Software Depot at http://
www.hpe.com/support/softwaredepot.

The OVA file size is approximately 3.5 GB. Download time varies depending on your network connection.
Hewlett Packard Enterprise recommends using a download manager that supports resuming downloads,
such as the one provided by the Software Depot.

Procedure

1. Open a browser on a system running the hypervisor client.
2. Go to the Software Depot at http://www.hpe.com/support/softwaredepot and select OneView

Management Software > HPE OneView.

NOTE:

If you have an account with Software Depot, you must log in before downloading files. If you have
not registered, you will be prompted to do so.

3. Download the OVA file to a local directory.
4. The local directory must be located on the system running the vSphere client or must be accessible

through a web address.

NOTE:

The OVA file is digitally signed. You can choose to validate the authenticity and integrity of the download
by following the instructions at http://www.hpe.com/downloads/codeverify. See Validating the
authenticity and integrity of the download on page 8 for more information.

Deploying the OVA file

Procedure

1. Start the VMware vSphere client and log in to vCenter.
2. From the menu, select File > Deploy OVF Template to launch the Deploy OVF Template wizard.

a. On the Source screen, specify one of the following:

• The path to the OVA file
• Web address (URL) of the OVA file (if you made it accessible on a web server)

b. Verify the information on the OVF Template Details screen.
c. On the Name and Location screen, enter a name and location for the deployed template that is unique

within the inventory folder, and then select the inventory location.
d. On the Host / Cluster screen, select the host or cluster on which to run the deployed template.
e. On the Storage screen, select a storage destination for the VM files.
f. On the Disk Format screen, select Thick Provisioning for the virtual disks.

Hewlett Packard Enterprise also recommends that you select Eager Zeroed.
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IMPORTANT:

Thick Provisioning is required because if you select thin provisioning, the appliance VM is
suspended if the VM host runs out of disk space. If this occurs during actions such as upgrading
firmware, applying a profile, or performing a backup of appliance updates, it can result in failures
that are difficult to diagnose and might require a service call to resolve.

g. On the Network Mapping screen, select a network that has connectivity to your management LAN.
h. On the Ready to Complete screen, verify your selections. Use the Back button to make changes, if

necessary. Click Finish to complete the template and start deployment.

When the deployment is complete, the VM is available for use.
3. Configure the host with NTP or configure the appliance to reference NTP servers.
4. Optional: Increase the size of the appliance firmware repository from 12 GB to 100 GB:

a. In the vSphere client, select the virtual machine.
b. Right-click and select Edit Settings.
c. Increase the size of the virtual disk to 275 GB.
d. After you power on the virtual machine for the first time, verify that the firmware repository is 100 GB by

viewing the Firmware Bundles screen in HPE OneView.
5. On the Summary tab, click Power on the virtual machine. Click the Console tab to watch the appliance

start.

It takes approximately 10 minutes, depending on your hardware, from the time the appliance is powered
on until it is ready to accept browser connections. During this time, the vSphere virtual console displays
the message Please wait while the appliance starts. When startup is complete, the virtual
console displays the HPE OneView EULA screen.

See Connecting to the appliance in DHCP and non-DHCP environments on page 13 for information
on connecting to the appliance.

Installing the HPE OneView virtual appliance on a Hyper-V
host
Downloading the zip file

If you do not have the Hyper-V zip file on physical media, download the zip file from the Software Depot.

The zip file is approximately 3.5 GB. Download time varies depending on your network connection. Hewlett
Packard Enterprise recommends using a download manager that supports resuming downloads, such as the
one provided by the Software Depot.

Procedure

1. Open a browser on a system running the hypervisor client.
2. Go to the Software Depot at http://www.hpe.com/support/softwaredepot and select OneView

Management Software > HPE OneView.

NOTE:

If you have an account with Software Depot, you must log in before downloading files. If you have
not registered, you will be prompted to do so.

3. Download the zip file to a local directory.
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NOTE:

The zip file is digitally signed. You have the option to validate the authenticity and integrity by following
the instructions at http://www.hpe.com/downloads/codeverify.

Deploying the Hyper-V zip file

Procedure

1. Extract the Hyper-V image zip file (HPEOneView_<version number>.zip) to a location accessible
from the Hyper-V host.

2. Open the Hyper-V Manager. Right-click on the Hyper-V host and select Import Virtual Machines.
3. In the Import Virtual Machine wizard, navigate to the location that you extracted the Hyper-V image zip

file and click through until you see the directories Snapshots,Virtual Hard Disks, and Virtual
Machines, then select the parent directory that contains them.

4. Continue through the steps in the wizard to import the appliance virtual machine.

IMPORTANT:

Be sure to select Copy the virtual machine (create a new unique ID) option.

5. Verify that the appliance VM meets the host requirements. Right-click on the appliance VM and select
Settings to edit the settings.

6. Use Thick provisioning. Use a fixed size disk in Hyper-V after the VM is imported:
a. Select Settings and select the virtual hard disk.
b. Edit the current disk, select Convert, and then select Fixed size.
c. Change the size of the VM hard disk to the new fixed size disk you just created.

IMPORTANT:

Thick Provisioning is required because if you select thin provisioning, the appliance VM is
suspended if the VM host runs out of disk space. If this occurs during actions such as upgrading
firmware, applying a profile, or performing a backup of appliance updates, it can result in failures
that are difficult to diagnose and might require a service call to resolve.

7. Configure network adapters. Use the hypervisor UI to set the VM network adapters.

• The appliance supports one NIC on the management LAN.
• You will usually connect the network adapter to one or more virtual switches, depending on your

network configuration.

IMPORTANT:

Be sure to clear the VLAN ID box if you are not using VLANs and VLAN identifiers.

8. Optional: Increase the size of the appliance firmware repository from 12 GB to 100 GB.
a. In the Hyper-V client, select the Edit Virtual Hard Disk wizard and increase the size of the

virtual disk to 275 GB.
b. After you power on the virtual machine for the first time, verify that the firmware repository is 100 GB

by viewing the Firmware Bundles screen in HPE OneView.
9. Before powering on your virtual appliance, verify that the date and time are set properly on your VM host

system. Maintain an accurate time on the VM host system, using tools such as NTP, because the VM
guest will synchronize with that time. If your VM host does not have the time set properly, the following
message displays when you boot the appliance: The time and date on your hypervisor
appears to be incorrect. Please power off your appliance, correct the time
and date on your hypervisor, and power on your appliance.
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If you encounter this problem, follow the instructions in the message.
10. Power on the virtual machine for the first time. In the Hyper-V Manager, right-click on the appliance VM

and power it on.

On the console, you will see the appliance license and support screens. You are now ready to log in to
your appliance for the first time.

Installing the HPE OneView virtual appliance on a KVM
hypervisor host
Downloading the qcow2 tar.gz file

The tar.gz file is approximately 2.3 GB. Download time varies depending on your network connection.
Hewlett Packard Enterprise recommends using a download manager that supports resuming downloads,
such as the one provided by the HPE Software Depot.

Procedure

1. Open a web browser.
2. Go to the HPE Software Depot and select Converged Infrastructure Management Software > OneView

Management Software > HPE OneView
If you have an account with HPE Software Depot, you must log in before downloading files. If you are not
registered, you will be prompted to do so.

3. Download the tar.gz file to a local directory.

NOTE:

The zip file is digitally signed. You can choose to validate the authenticity and integrity by following
the instructions at http://www.hpe.com/downloads/codeverify.

Deploying the qcow2 tar.gz file

Procedure

1. Extract the qcow2 image tar.gz file to a location accessible from the Linux host.
2. Open Virtual Machine Manager, or any other virtual machine management tool.
3. From the menu of Virtual Machine Manager, select File > New Virtual Machine to launch the New VM

wizard.
4. In the New VM wizard, complete the following steps:

a. Specify the name for the VM.
b. Select the Import existing disk image option for installing the operating system and click Forward.
c. Browse to the location of the qcow2 file on your local machine. Select Linux for the OS type and

CentOS 6.7 for the Version. If CentOS 6.7 is not in the version list, set the OS type and Version to
Generic. Click Forward.

d. Set Memory (RAM) to 16000 MB (16 GB), and CPUs to 4, then click Forward.
e. Enable storage for the VM, set the disk image size to 275 GB or larger, and select the Allocate entire

disk now option. Click Forward.

IMPORTANT:

You must allocate the entire disk now, because if you do not, the appliance VM is suspended if
the VM host runs out of disk space. If this occurs during actions such as upgrading firmware,
applying a profile, or performing a backup of appliance updates, it can result in failures that are
difficult to diagnose and might require a service call to resolve.
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f. Under Network, select a network device that has connectivity to your management LAN and select
Bridge as the Source mode.

g. Click Finish.

The appliance will now start from the virtual machine console.

Connecting to the appliance in DHCP and non-DHCP
environments

The appliance requires a static IP address. DHCP is only used when connecting to the appliance for the first
time during installation.

NOTE:

If there are networking issues and you cannot connect to the appliance, use the hypervisor virtual
console to log on to the appliance to verify or change network settings.

Connect to the appliance for the first time using one of the following methods, depending on how your host
environment is configured:

With DHCP

• VMware vSphere

Use the Summary tab on the vSphere virtual console to determine the initial IP address for the appliance.
Then, connect to the appliance using the appliance IP address in a browser running on your local
computer.

• Microsoft Hyper-V

If you have DHCP and Dynamic DNS available on the management LAN, the appliance registers a DNS
name at startup with the format: ci-<MAC address>.

You can determine the Ethernet MAC address of the appliance using the Network tab of Hyper-V
Manager. Use the name in the browser address bar. For example: https://ci-<MAC
address>.example.com
If you do not have dynamic DNS, use the virtual console to connect to the appliance. Select Connect in
Hyper-V Manager to connect to the appliance console to perform the first-time setup steps.

• KVM

Enter virt-manager to access Virtual Machine Manager. Select the VM and use the virtual console to
connect to the appliance using the browser in the virtual console.

Without DHCP

• VMware vSphere

Use the vSphere virtual console to connect to the appliance using the browser running on the virtual
console. Press Ctrl+Alt to exit the virtual console.

• Microsoft Hyper-V

Select Connect in Hyper-V Manager to connect to the appliance console to perform the first-time setup
steps.

• KVM

Enter virt-manager to access Virtual Machine Manager. Select the VM and use the virtual console to
connect to the appliance using the browser in the virtual console.
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Completing appliance startup tasks
Procedure

1. If you have not already done so, connect to the appliance using one of the methods described in 
Connecting to the appliance in DHCP and non-DHCP environments on page 13.

2. On the HPE OneView EULA screen, review the EULA, and click Agree to continue.

NOTE:

If you click Disagree, you will be unable to proceed.

3. On the HPE OneView Support screen, decide if you want to Enable or Disable authorized services
access to your appliance.

4. Click OK to continue.

Enable or disable authorized services access
When you first start up the appliance, you can choose to enable or disable access by on-site Authorized
technical supports. By default, on-site Authorized technical supports are allowed to access your system
through the appliance console and diagnose issues that you have reported.

Support access is a root-level shell, which enables the on-site Authorized technical support to debug any
problems on the appliance and obtain a one-time password using a challenge/response mechanism similar to
a password reset.

Any time after the initial configuration of the appliance, an Infrastructure administrator can enable or disable
services access through the UI with the following procedure:

Prerequisites

Minimum required privileges: Infrastructure administrator

Procedure

1. From the main menu, select Settings.
2. Click the Edit icon in the Security panel.

The Edit Security window opens.
3. Select the appropriate setting for Service console access:

a. Disabled

To prevent access to the console.
b. Enabled

To allow access to the console.
4. Click OK.

You can also use a /rest/appliance/settings REST API to enable or disable services access.

NOTE:

Hewlett Packard Enterprise recommends that you enable access. Otherwise, the Authorized technical
support will not be able to access the appliance to troubleshoot issues.

Logging in to the appliance for the first time
When the appliance starts up, use the default credentials to log in to the appliance. This is typically done
using the special restricted browser running in your VM Console window.
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Procedure

1. Use the following default credentials the first time you log in to the appliance:

User name: Administrator
Password: admin

If you cannot log in using the default credentials, see You cannot log in on page 27.
2. Change the default password to a password of your choice that contains at least eight characters.

Configuring the appliance network
The next step in the process is to use the UI to configure the appliance network.

On a VM appliance, you can configure IP addresses in the following ways:

• Manually using a static IP address.
• Using DHCP with static reservations, which ensures the appliance is always issued the same IP address.

NOTE:

For Microsoft Hyper-V VMs, you must configure the appliance network from the virtual console because
the Linux Integration Services will not report the IP address of the virtual machine if DHCP is available
on the management network.

Using the HPE OneView UI to configure the appliance network
After you log in as the Administrator for the first time, the Appliance Networking screen appears.

Most of the information on this screen is provided for you. However, you must enter the following information:

• Appliance host name

A default name appears in the appliance host name field, but you can change the default name to a host
name of your choice.

NOTE:

If you specify DNS (Domain Name Service) either directly or indirectly, you must specify the fully
qualified host name.

• The IPv4 address

HPE OneView requires a static IPv4 address. You can configure a static IPv6 address on the appliance
and use it to connect to the appliance from your browser; however, HPE OneView requires IPv4 to
communicate with managed resources.

• DNS server addresses

If you are using DNS, enter the DNS server addresses here.
• IPv6 address information

If you are using IPv6 for address assignment, select Manual or DHCPv6.

For more information about the options available for configuring the appliance networking settings, click .

Using REST APIs to configure appliance networking
You can use a REST API POST operation with the /rest/appliance/network-interfaces API that
includes all of the networking settings to configure appliance networking for the first time.
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For more information, click  for the REST API Scripting Help and the HPE OneView REST API Reference.
These documents are also available from http://www.hpe.com/info/oneview/docs.

Next steps
After the installation is complete and you have configured the appliance network, the next step is to bring your
data center resources under appliance management. First-time configuration tasks are documented in the
HPE OneView online help.
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Updating the appliance
This section provides information on updating the appliance from one version of HPE OneView to another.

Update paths
You can update directly to version 3.1 from any 2.0 or later version of HPE OneView.

Update time
The update requires an appliance reboot and the time to complete an update, including the reboot, takes
approximately 60 minutes.

Update prerequisites
Before upgrading HPE OneView, ensure that:

• The VM host and its resources meet the minimum requirements for HPE OneView 3.1.
• All iPDU power delivery devices managed by HPE OneView are upgraded to a minimum firmware version

of 2.0.22.12. Hewlett Packard Enterprise recommends upgrading to the latest available firmware version.
• You are logged in to the appliance as a user with Infrastructure administrator privileges.
• No other users are logged in to the appliance, and no one logs in during the update.
• You have backed up the appliance using the appliance UI or REST APIs:

◦ Appliance UI:

Manual backup

1. Select Settings > Backup > Actions > Create backup.
2. Select Settings > Backup > Actions  > Download backup.

Remote backup

1. Select Settings > Remote Backup Location > Edit backup settings.
2. Select Enable remote backup location and enter the requested information. Click OK.
3. Verify that the backup is saved in the remote backup location.

◦ REST APIs:

Manual backup

1. /rest/backups
2. /rest/backups/archive/{id}
Remote backup

1. /rest/backups/config
2. /rest/backups/remotearchive/{id}

See the HPE OneView online help topic Back up an appliance manually or Configure automatic remote
backups if you need assistance.

• You have created a VM snapshot of your appliance after powering off the VM.

NOTE:

When updating from any release earlier than 3.0, update the VM appliance configuration to at least 4
virtual CPUs and 16 Gb memory before starting the HPE OneView 3.1 update.
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Update instructions
Procedure

1. Download the HPE OneView 3.1 Update (<filename>.bin) image file from HPE Software Depot (http://
www.software.hpe.com) to your local computer.

2. When upgrading to HPE OneView 3.1 from a previous version, you must increase the CPU core count and
memory to meet the minimum requirements for HPE OneView 3.1:
a. Power down the appliance.
b. In the vSphere client, select the virtual machine, right-click, and select Edit Settings.

In the Hyper-V client, select the Edit Virtual Hard Disk wizard.
c. Increase the CPU core count from two to four.
d. Increase the memory from 10 GB to 16 GB.
e. Click OK to save the settings.
f. Power on the appliance.

3. Log in to your appliance and select Settings > Appliance > Actions > Update appliance.
4. Move the <filename>.bin file to the appliance UI screen either by dragging and dropping or browsing

to it.

NOTE:

See the HPE OneView online help topic Update the appliance if you need assistance.

5. Click Upload and Install to start the update process.
6. Optional: Upgrade the size of the firmware repository. After the update completes, verify the size of the

firmware repository from the Firmware Bundles screen. If the size of the firmware repository is 12 GB,
you are able to increase the size of the repository:

• In the vSphere client, select the virtual machine, right-click, and select Edit Settings. Then
increase the size of the virtual disk to 275 GB.

• In the Hyper-v client, select the Edit Virtual Hard Disk wizard and increase the size of the
virtual disk to 275 GB.

SHA-1 and upgrade installations
Versions of HPE OneView prior to 3.0 used SHA-1 certificates. HTTPS certificates created with the SHA-1
cryptographic hash algorithm are deprecated and will no longer be supported by the latest versions of web
browsers and other software products that communicate with HPE OneView. These older certificates need to
be upgraded to use stronger digital signature hashes such as SHA-256.

New installations of HPE OneView 3.1 generate SHA-256 digital signatures by default. HPE OneView 3.1
also generates SHA-256 certificates for the State Change Message Bus (SCMB).

If you are upgrading from an earlier version of HPE OneView, any existing appliance self-signed certificate,
CA-signed certificate, or SCMB certificates may not be using SHA-256 certificates. In order to ensure
compatibility with the latest software, you must verify the type of certificates you are using and update any
that are not SHA-256 signed.

To verify which certificates you are using, view the current HPE OneView certificate in a web browser and
verify the certificate’s digital signature algorithm (‘thumbprint’ or ‘fingerprint’ in most browsers). If the
certificate is not SHA-256 signed, the SCMB certificates are likely not SHA-256 signed either.

When generating an HPE OneView certificate signing request (CSR), make sure your certificate authority
(CA) issues a certificate using a SHA-256 digital signature. Most CAs already have SHA-256 as their default
digital signature algorithm.

After you upgrade to HPE OneView 3.1, you may need to update the web server certificate.
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NOTE:

The appliance will issue alerts for any outdated certificates.

Procedure

1. If your appliance is using a self-signed certificate generated by HPE OneView, you must explicitly request
a regeneration of the self-signed certificate:

a. From the HPE OneView main menu, select Settings > Security.
b. Select Actions > Create self-signed certificate.

2. If you are using a CA-signed certificate, you must create a new CSR from the HPE OneView appliance.

a. From the HPE OneView main menu, select Settings > Security.
b. Select Actions > Create self-signed certificate request to create a new CSR.
c. Obtain a newly-issued SHA-256 signed CA certificate from an external CA using that CSR.
d. Import the new certificate to the appliance:

I. From the HPE OneView main menu, select Settings > Security.
II. Select Actions > Import certificate to import the new certificate.

If you do not update your certificates before major browsers stop supporting SHA-1, you must use an older
version of a browser that still supports SHA-1 to upgrade HPE OneView and update the certificates as
described above.

Updating AMQP certificates for SCMB

AMQP client certificates generated by HPE OneView are used by software products that listen to external
message bus communication from HPE OneView.

AMQP server and client certificates generated by HPE OneView 3.0 and above are SHA-256 signed.

When upgrading HPE OneView to 3.1, you may have to update the AMQP server and client certificates if you
are using any products, external software, or scripts that listen to HPE OneView communication over the
AMQP-based SCMB.

Updating AMQP certificates

• Regenerate the AMQP server and client certificate in HPE OneView using the following REST API:

DELETE /rest/certificates/ca/rabbitmq_readonly
• Download the AMQP client certificate and private key using the following REST API:

GET /rest/certificates/client/rabbitmq/keypair/default
• Download the root CA certificate using the following REST API:

GET /rest/certificates/ca
• Import the root CA certificate, AMQP client certificate, and private key to the products that use AMQP

client.

See Using a message bus to send data to subscribers in the HPE OneView User Guide.

Back up the appliance after the update
After upgrading your appliance, remember to create a new backup file. If you need to restore an appliance,
you can only do so from a backup file that was created on an appliance of the same version.
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Websites
General websites

Hewlett Packard Enterprise Information Library
www.hpe.com/info/EIL

HPE OneView documentation

www.hpe.com/info/oneview/docs

Subscription Service/Support Alerts

www.hpe.com/support/e-updates

Insight Remote Support

www.hpe.com/info/insightremotesupport/docs

Single Point of Connectivity Knowledge (SPOCK) Storage compatibility matrix
www.hpe.com/storage/spock

Storage white papers and analyst reports
www.hpe.com/storage/whitepapers

For additional general support websites, see Support and other resources.

Product websites
HPE Virtual Connect user guides and command line references

www.hpe.com/info/virtualconnect

HPE 3PAR StoreServ and HPE StoreVirtual

www.hpe.com/info/storage

HPE Integrated Lights-Out

www.hpe.com/info/ilo

HPE BladeSystem enclosures

www.hpe.com/info/bladesystem

HPE ProLiant server hardware

General information: www.hpe.com/info/servers

BL series server blades: www.hpe.com/info/blades

DL series rack mount servers: www.hpe.com/servers/dl

HPE Integrity Superdome X

www.hpe.com/us/en/servers/superdome.html
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HPE OneView product feedback
Provide feedback to Hewlett Packard Enterprise

Hewlett Packard Enterprise is always interested in hearing your feedback on any Hewlett Packard Enterprise
product. To provide feedback directly to Hewlett Packard Enterprise, access https://www.hpe.com/us/en/
contact-hpe and click Submit Feedback.

Provide feedback to Gartner Peer Insights

Hewlett Packard Enterprise has partnered with several third-party sites as another option to provide your
candid feedback. Our first partnership is with Gartner, a leading research and advisory firms for information
technology insights. Hewlett Packard Enterprise has partnered with Gartner to set up a Gartner Peer Insights
survey where you can review HPE OneView and provide your feedback within 15 minutes. If you are
interested in providing your feedback to others interested in HPE OneView and becoming a trusted advisor,
follow this link: http://gtnr.it/2jgx9Ju
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Support and other resources

Accessing Hewlett Packard Enterprise Support
• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website:

http://www.hpe.com/assistance
• To access documentation and support services, go to the Hewlett Packard Enterprise Support Center

website:

http://www.hpe.com/support/hpesc

Information to collect

• Technical support registration number (if applicable)
• Product name, model or version, and serial number
• Operating system name and version
• Firmware version
• Error messages
• Product-specific reports and logs
• Add-on products or components
• Third-party products or components

Accessing updates
• Some software products provide a mechanism for accessing software updates through the product

interface. Review your product documentation to identify the recommended software update method.
• To download product updates:

Hewlett Packard Enterprise Support Center
www.hpe.com/support/hpesc

Hewlett Packard Enterprise Support Center: Software downloads
www.hpe.com/support/downloads

Software Depot
www.hpe.com/support/softwaredepot

• To subscribe to eNewsletters and alerts:

www.hpe.com/support/e-updates
• To view and update your entitlements, and to link your contracts and warranties with your profile, go to the

Hewlett Packard Enterprise Support Center More Information on Access to Support Materials page:

www.hpe.com/support/AccessToSupportMaterials

IMPORTANT:

Access to some updates might require product entitlement when accessed through the Hewlett Packard
Enterprise Support Center. You must have an HPE Passport set up with relevant entitlements.

Customer self repair
Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product. If a CSR
part needs to be replaced, it will be shipped directly to you so that you can install it at your convenience.
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Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized service provider will
determine whether a repair can be accomplished by CSR.

For more information about CSR, contact your local service provider or go to the CSR website:

http://www.hpe.com/support/selfrepair

Remote support
Remote support is available with supported devices as part of your warranty or contractual support
agreement. It provides intelligent event diagnosis, and automatic, secure submission of hardware event
notifications to Hewlett Packard Enterprise, which will initiate a fast and accurate resolution based on your
product's service level. Hewlett Packard Enterprise strongly recommends that you register your device for
remote support.

If your product includes additional remote support details, use search to locate that information.

Remote support and Proactive Care information
HPE Get Connected

www.hpe.com/services/getconnected
HPE Proactive Care services

www.hpe.com/services/proactivecare
HPE Proactive Care service: Supported products list

www.hpe.com/services/proactivecaresupportedproducts
HPE Proactive Care advanced service: Supported products list

www.hpe.com/services/proactivecareadvancedsupportedproducts

Proactive Care customer information
Proactive Care central

www.hpe.com/services/proactivecarecentral
Proactive Care service activation

www.hpe.com/services/proactivecarecentralgetstarted

Warranty information
To view the warranty for your product or to view the Safety and Compliance Information for Server, Storage,
Power, Networking, and Rack Products reference document, go to the Enterprise Safety and Compliance
website:

www.hpe.com/support/Safety-Compliance-EnterpriseProducts

Additional warranty information
HPE ProLiant and x86 Servers and Options

www.hpe.com/support/ProLiantServers-Warranties
HPE Enterprise Servers

www.hpe.com/support/EnterpriseServers-Warranties
HPE Storage Products

www.hpe.com/support/Storage-Warranties
HPE Networking Products

www.hpe.com/support/Networking-Warranties
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Regulatory information
To view the regulatory information for your product, view the Safety and Compliance Information for Server,
Storage, Power, Networking, and Rack Products, available at the Hewlett Packard Enterprise Support Center:

www.hpe.com/support/Safety-Compliance-EnterpriseProducts

Additional regulatory information

Hewlett Packard Enterprise is committed to providing our customers with information about the chemical
substances in our products as needed to comply with legal requirements such as REACH (Regulation EC No
1907/2006 of the European Parliament and the Council). A chemical information report for this product can be
found at:

www.hpe.com/info/reach

For Hewlett Packard Enterprise product environmental and safety information and compliance data, including
RoHS and REACH, see:

www.hpe.com/info/ecodata

For Hewlett Packard Enterprise environmental information, including company programs, product recycling,
and energy efficiency, see:

www.hpe.com/info/environment

Documentation feedback
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help us
improve the documentation, send any errors, suggestions, or comments to Documentation Feedback
(docsfeedback@hpe.com). When submitting your feedback, include the document title, part number, edition,
and publication date located on the front cover of the document. For online help content, include the product
name, product version, help edition, and publication date located on the legal notices page.
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About using your appliance
Using the virtual appliance console

The virtual appliance console has a restricted browser interface that supports the following:

• Appliance networking configuration in non-DHCP environments
• Password reset requests for the Administrator account
• Advanced diagnostics for Authorized technical supports

Use the virtual appliance console to access the appliance and configure the appliance network for the first
time. The virtual appliance console enables you to bootstrap an appliance onto the network in non-DHCP
environments. The virtual appliance console is not intended to be a full-featured replacement for your
browser.

The virtual appliance console starts a browser session; The browser takes up the full screen; you cannot add
tabs. You cannot perform any operation that requires you to select a file from a dialog box, including
uploading software updates and firmware bundles (SPPs). Only basic browsing, including forward and
backward navigation, are enabled.

Table 2: Key combinations for the virtual appliance console

Key combination Function

Alt+← (Alt and left arrow) Browse backward

Alt+→ (Alt and right arrow) Browse forward

Ctrl++ (Ctrl and plus sign) Zoom in

Ctrl+- (Ctrl and hyphen) Zoom out

Ctrl+0 (Ctrl and zero) Reset zoom

Ctrl+F Search

Ctrl+R

or

F5

Reload/Refresh

Ctrl+Alt+Backspace Restart the browser interface

Controlling access to the appliance console
Use the hypervisor management software to restrict access to the appliance, which prevents unauthorized
users from accessing the password reset and service access features.

Typical legitimate uses for access to the console are:

• Troubleshooting network configuration issues
• Resetting an appliance administrator password
• Enabling service access by an on-site Authorized technical support

The virtual appliance console is displayed in a graphical console; password reset and HPE Services access
use a non-graphical console.
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Switching from one console to another (VMware vSphere and Microsoft Hyper-V):

1. Open the virtual appliance console.
2. Press and hold Ctrl+Alt.
3. Press and release the spacebar (VMware vSphere only).
4. Press and release F1 to select the non-graphical console or F2 to select the graphical console.

Switching from one console to another (KVM)

1. Open the Virtual Machine Manager.
2. In the Menu bar, select Send Key > Ctrl+Alt+F1 for the non-graphical console or select Send Key > Ctrl

+Alt+F2 for the graphical console.

Restricting console access
You can restrict console access to the virtual appliance through secure management practices of the
hypervisor itself.

For VMware vSphere, this information is available from the VMware website:

http://www.vmware.com

In particular, search for topics related to vSphere's Console Interaction privilege and best practices for
managing VMware's roles and permissions.

For Microsoft Hyper-V, restrict access to the console through role-based access. For information, see the
Microsoft website:

http://www.microsoft.com

Enable off-appliance browsing of UI help and REST API help
The off-appliance versions of the HPE OneView help systems are useful for developers who are writing REST
API scripts or other users who prefer the convenience of accessing help locally without logging in to the
appliance.

NOTE:

You can also browse the API Reference at http://www.hpe.com/info/oneview/docs.

Procedure

1. Go to the Enterprise Information Library.
2. Select the HPE OneView online help and API Reference (download) zip and save it to your computer or to

a local directory on a web server.
3. Use the utility of your choice to extract the contents of the .zip file.
4. Navigate to the content directory.
5. Double-click the index.html file to open the HPE OneView help system.
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Troubleshooting installation issues
You cannot deploy the OVA file
Symptom

The following message appears: The OVF package is invalid and cannot be deployed.

Solution 1

Cause

The OVA file name was not included in the selected path.

Action

1. Specify the complete address of the OVA file that resides in the OVA file directory. The complete address
includes the directory, the file name, and the file extension. If you specify only the directory address, the
message appears.

Solution 2

Cause

The FTP file transfer mode is not set to binary.

Action

1. Retry the transfer with the transfer mode set to binary and then verify the checksum.

Solution 3

Cause

The file may have been corrupted or partially downloaded.

Action

1. Retry the download and verify the checksum.

You cannot log in
Symptom

Default credentials fail when you log in to the appliance for the first time.

Cause

The appliance has already been configured and the default password was changed.

Action

1. Contact the administrator who performed the initial setup to get the new password.
2. Start the installation process again.
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Appliance cannot access the network
Symptom

Appliance cannot access the network.

Cause

Appliance network not properly configured.

Action

1. Ping the appliance.
2. From the VM console, verify that the network configuration is correct.
3. From the VM console, verify that the DNS IP address is correct.
4. From the VM console, verify that the DNS server is running.

Reduced performance on the VM host
Symptom

Poor appliance performance.

Solution 1

Cause

The host machine has power management enabled.

Action

1. Ensure that power saving is disabled on the host machine.
2. Consider using a host machine with a more powerful chipset.

Solution 2

Cause

Poor I/O performance on hypervisor host.

Action

1. Check the RAID configuration which can contribute to slower I/O.
2. Verify bandwidth to any SAN storage that may be hosting the VM.

VM does not restart when the vSphere VM host time is
manually set
Symptom

The appliance VM does not restart and the following error appears in the vSphere virtual console: The
superblock last mount time is in the future UNEXPECTED INCONSISTENCY; RUN fsck
MANUALLY.
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Cause

The appliance is not using NTP and the VM host time was incorrectly set to a time in the past.

Action

• Reset the time settings on the VM host to the correct time, and then restart the VM appliance. For more
information, see your vSphere documentation.

Action

• If the appliance or VM host is configured as an NTP client, ensure that the NTP server is working correctly.
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